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STEERING COUNCIL
No. ______ Prot.,                                                                                                Datë ___.__.2025

DECISION

No. 24, dated 03.11.2025
ON
APPROVAL FOR PUBLIC CONSULTATION OF THE DOCUMENT:
REGULATION “ON ORGANIZATIONAL AND TECHNICAL MEASURES
FOR ENSURING THE SECURITY OF ELECTRONIC COMMUNICATIONS
NETWORKS AND SERVICES”

The Steering Council (SC) of the Electronic and Postal Communications Authority (EPCA), with the participation of:

Mr. Gentian Sala – Chairman
Ms. Edlira Dvorani – Member
Mr. Lorenc Bako – Member
Mr. Bleron Dokle – Member
Mr. Armer Juka – Member

and secretary Ms. Xhilda Hoxha, in the meeting dated November 3, 2025, pursuant to the procedure defined in Law No. 54/2024 “On Electronic Communications in the Republic of Albania,” and in the Internal Regulation “On the Functioning of the Managing Council of the Electronic and Postal Communications Authority,” approved by Decision No. 7, dated 16.02.2017 of the Managing Council of EPCA, as amended, reviewed the issue with the subject:
· “Approval for public consultation of the document: Regulation ‘On organizational and technical measures for ensuring the security of electronic communications networks and services.’”
LEGAL BASIS:
1. Point 1 of Article 56 and Point 10 of Article 157 of Law No. 54/2024 “On Electronic Communications in the Republic of Albania.”
2. Regulation “On procedures for notification and public consultation,” approved by Decision No. 21, dated 7.12.2021 of the Managing Council of EPCA.
[bookmark: _Hlk219453587]THE STEERING COUNCIL:
Upon review of the written documentation consisting of the following:
1. The document for approval for Public Consultation, the regulation “On organizational and technical measures for ensuring the security of electronic communications networks and services”;
2. The formatted and reasoned draft decision;
3. The accompanying explanatory report of the draft decision;
NOTES THAT:
1. The purpose of this regulation is to define the technical and organizational protective measures that providers of public electronic communications networks or publicly available electronic communications services must undertake to ensure the security of their networks and services, to prevent security incidents, and to report them to AKEP. The regulation defines the obligations of operators, the method of incident reporting, impact assessment criteria, as well as the organizational and technical measures to be implemented for cyber protection.
2. In the context of rapid technological developments and the increasing cyber threats to electronic communications networks, it has become necessary to update the regulatory framework in the field of cybersecurity. Law No. 54/2024 has assigned AKEP the obligation to establish detailed rules on the measures that operators must take to ensure the security and integrity of their networks. This regulation aims to create a unified standard for all operators, in line with best national and international practices, ensuring user protection and the stable functioning of national networks.
3. The draft act is prepared in full compliance with the provisions of Law No. 54/2024, specifically:
a. Article 56, point 1, which entrusts AKEP with supervising the implementation of Article 54 regarding the adoption of technical and organizational protective measures by providers of public electronic communications networks or publicly available electronic communications services, in order to ensure the security and integrity of public electronic communications networks;
b. Article 157, point 10, which establishes the obligation of the authority to determine standards and procedures for the notification, reporting, and handling of incidents affecting the operation of public electronic communications networks.
4. The draft act provides detailed measures at two levels:
a. Organizational measures – internal security policies, risk management, staff training, service continuity, and audits;
b. Technical and operational measures – access control, encryption, protection against DDoS attacks, device hardening, network segmentation, incident detection and prevention.
These measures are mandatory for all authorized operators and aim at the prevention, protection, and recovery from security incidents.
4. The document for public consultation: “Regulation on organizational and technical measures for ensuring the security of electronic communications networks and services” is an important regulatory document prepared within the framework of AKEP’s drafting of the relevant secondary legislation necessary for the implementation of Law No. 54/2024;
5. From a legal standpoint, it is consistent with the provisions of point 1 of Article 56 and point 10 of Article 157 of Law No. 54/2024.
Based on Articles 44 and 45 of Law No. 54/2024 and the Regulation “On procedures for notification and public consultation,” approved by Decision No. 21, dated 07.12.2021 of the Managing Council of AKEP, the document approved by this decision shall be issued for public consultation in order to obtain the opinions of interested parties.
FOR THESE REASONS:
Pursuant to point 1 of Articles 14 and 15 of Law No. 54/2024 “On Electronic Communications in the Republic of Albania,” the Managing Council of AKEP
DECIDES:
1. To approve the issuance for public consultation of the document, the regulation “On organizational and technical measures for ensuring the security of electronic communications networks and services,” as attached to this decision.
2. The public consultation procedure shall be conducted for a period of 30 days from the date of publication of the document in accordance with point 3 of this decision.
3. This Decision and the Document for public consultation, the regulation “On organizational and technical measures for ensuring the security of electronic communications networks and services,” shall be published on the website www.akep.al.
4. The Directorate of Technology and Information Security is tasked with following up and implementing this decision.
This decision enters into force immediately.
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