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1 Introduction
1.1 Purpose
The purpose of this document is to specify the format, content and validation rules for the messages of the Number Portability system, messages exchanged by the Central Reference Database (CRDB) and the automatic interfaces of the telecommunications operators (FAP).
The communication interface is based on the XML/SOAP standards and it uses HTTP as the transport protocol. 

The specifications included in this document are used to design, develop and test both the  CRDB system and the automatic systems implemented by the telecommunication operators. All the interconnected systems have to meet the specifications presented, in order to ensure correct and consistent communication, in the Number Portability process.
1.2 References 
Internal references 
CRDB_Glossary
CRDB_SRS

CRDB_UC1 Number porting 
CRDB_UC2 Enabling Message exchange
CRDB_UC3 Disconnecting numbers 
CRDB_UC4 Modification of routing information
External references 
W3C-SOAP
- Simple Object Access Protocol (SOAP) 1.1 

http://www.w3.org/TR/SOAP
1.3 Abbreviation Conventions 
FAP 
– operator automatic system, which meets the specifications described in this document
WS 
– web service 
CRDB 
– central reference database
Number – number or series of numbers. In order to simplify the vocabulary, in this document, the term “number” also includes the meaning related to specifying a series of numbers.
RO 
– recipient operator
DO
– donor operator 
iDO      – initial donor operator
O 
– operator 

1.4 Technologies used
SOAP (W3C-SOAP) is a protocol used to exchange XML messages between components/applications, which normally uses the HTTP/HTTPS protocols as transport protocols. Basically, a SOAP message is an XML message. Usually, a server’s functionality of exchanging messages according to the SOAP specification, using the HTTP/HTTPS protocol is called web service (WS).
The structure of a SOAP message comprises the following elements:
SOAP Envelope – it defines the content of the message
SOAP Header – it provides information 

SOAP Body – message content
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This is an example of request to a web service:

POST /HelloApplication HTTP/1.1
Host: www.Hello.com

Content-Type: text/xml; charset="utf-8"
Content-Length: 587
SOAPAction: "sayHelloTo"

<?xml version="1.0" encoding="utf-8"?>
<SOAP-ENV:Envelope

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.org/2001/XMLSchema">
<SOAP-ENV:Body>
         <sayHelloTo>
             <name xsi:type=“xsd:string">Mary Sloot</name>
         </sayHelloTo>
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

2 Interface Specifications 
2.1 Messages 
	Implementation code
	Document which comprises the functional description
	Validation schema 

	nprequest
	CRDB_UC1 Number porting 
	Annex 1, pct  1.1.1

	npresponse
	CRDB_UC1 Number porting
	Annex 1, pct  1.1.2

	npexec
	CRDB_UC1 Number porting
	Annex 1, pct  1.1.5

	npready
	CRDB_UC1 Number porting
	Annex 1, pct  1.1.6

	npabort
	CRDB_UC1 Number porting
	Annex 1, pct  1.1.7

	npabortactivated
	CRDB_UC1 Number porting
	Annex 1, pct  1.1.8

	npbroadcast
	CRDB_UC1 Number porting
	Annex 1, pct  1.1.9

	npdone
	CRDB_UC1 Number porting
	Annex 1, pct  1.1.10

	npabortbycrdc
	CRDB_UC1 Number porting
	Annex 1, pct  1.1.11

	npcancelledbycrdc
	CRDB_UC1 Number porting
	Annex 1, pct  1.1.12

	npsoapserverresponse
	CRDB_UC2 Message mediation
	Annex 1, pct  1.1.13

	npdisconnect
	CRDB_UC2 Number disconnection
	Annex 1, pct  1.4.1

	npdiscaccepted
	CRDB_UC2 Number disconnection
	Annex 1, pct  1.4.2

	npdiscrejected
	CRDB_UC2 Number disconnection
	Annex 1, pct  1.4.3

	npdeactivated
	CRDB_UC2 Number disconnection
	Annex 1, pct  1.4.4

	npdeactdone
	CRDB_UC2 Number disconnection
	Annex 1, pct  1.4.5

	npsystemdown
	CRDB_SRS
	Annex 1, pct  1.3.1

	npsystemup
	CRDB_SRS
	Annex 1, pct  1.3.2

	systemdown
	CRDB_SRS
	Annex 1, pct  1.3.3

	systemup
	CRDB_SRS
	Annex 1, pct  1.3.4

	npnumberstatusreq
	CRDB_SRS
	Annex 1, pct  1.2.1

	npnumberstatus
	CRDB_SRS
	Annex 1, pct  1.2.2

	fnpupdate
	CRDB_UC4 Routing modification 
	Annex 1, pct  1.5.1

	fnpupdatecompleted
	CRDB_UC4 Routing modification
	Annex 1, pct  1.5.2


The significance of the fields in these messages is presented in detail in the document mentioned in the “Document which comprises the functional description” colume. Additional details are presented in the subsections of 2.3 (Web services).
The validation schemas in XSD format and examples of message use are presented in the annex of this document.
The folllowing rules are considered valid for all the message exchange cases, within the Number Portability system.
1. The npsoapserverresponse message is used both by the CRDB system and by the systems of the telecommunications operators; however, only CRDB can fill in the fault elements. The possible fault elements added by FAP are ignored by CRDB. In order to reject a CRDB message, FAP will use standard fault messages defined within the SOAP specification. Additional details are mentioned in 2.4.1.
2. In all the messages, the version element will be initially filled in with the 01.00 value. The operators will be informed on the possible changes in schema or in the value of the element.
3. In the messages which initiate a case (nprequest, npsystemdown, fnpupdate, npdisconnect), the idnumber element, which represents the unique identification number of the case is identified with the value 0, by the sender of the message, after which CRDB allots an adequate value.
The allotted value will be transmitted to the sender in the reply, within the idnumber element. If the case initiation is not possible due to the message errors, the idnumber field of the message will maintain the value 0, because it was not created. 
4. The datetime element within each message will be filled in by the sender and validated by CRDB, in order to remain within the accepted limits. The value of this field will not be modified in CRDB when the message is sent to the recipient.
2.2 System Parameters 
	Parameter
	Initial value 
	Details 

	Number of attempts to send the message
	5
	Whenever CRDB retries to send a message, in case the previous attempt failed 

	Time interval between attempts to send the message 
	5 min
	Interval measured in minutes, in which CRDB retires to send a message, in case the previous attempt failed

	Maximum message size (including attachments)
	2 MB
	

	Pending time
	2 min
	Time interval allotted by the customer to a web service, for the latter to provide a reply. After this interval, it is considered that the web service did not receive any message. In this case, the customer is in charge with resending the message.


2.3 Web Services
Both CRDB and the automatic systems developed by the telecommunication operators will expose a set of web services complying with the specifications presented as follows:  

NumberPortingService

It provides the functionalities required for the porting of a number and for the update of routing information, following the porting of a number.
NumberInformationService

It allows obtaining information regarding the current status of a number. 
SystemHealthService

It allows issuing notifications regarding the programmed downtime of a system (CRDB or telecommunication operator).
NumberDisconnectService

It allows notifying on the disconnection of a number.
RountingInfoChangeService

It is used for the notification of all the operators on the changes made by an operator on a number or on a block of numbers. 
However, certain operations defined within the services are available only for the operators or CRDB, according to case, the situations being mentioned in the detailed description of services. 
The following part will describe all the operations specific to each web services. The following terms will be used in the tables:
	Table section
	Content description 

	Operation
	Name of the SOAP action in the web service, name of the web service method

	Entry message
	Type of message sent by the customer to the service

	Response message 
	Type of response message sent by the service to the customer

	Direction
	It specifies the sender operator and the recipient operator, from the message viewpoint. In each case, the message will be transferred by CRDB.

	Customer 
	Operations executed by the sender, for the delivery of the message.

	CRDB
	Operations executed by CRDB, when receiving the entry message. 

	Server
	Operations executed by the recipient, when receiving the entry message


2.3.1 NumberPortingService

The role, call sequence and content of each message are presented in CS3, CS4, CS5, document CRDB_UC1.
	Operation
	http://uti.ro/np/messages/v1/ProcessRequest

	Entry messages
	nprequest

	Response message
	npsoapserverresponse

	Direction
	RO ( DO

	RO (customer)

	It fills in the content of the nprequest  message and calls the web service exposed by CRDB.

The idnumber field is filled in with the 0 (zero) value, after which an identification number of the porting case is generated and returned to the RO, through the response message. 

	CRDB
	The message is validated according to CRDB_UC1.

If the message is valid, the porting case is initiated and the response message to the RO will include a the ID of the porting case created. The request is sent to the DO as soon as possible 

If the limit of requests delivered daily by a donor is exceeded (without exceeding the limit mentioned above), the message will be added to queue and the deliverypostponed field will be filled in with the true value. 
If the message is not valid, the response message sent is filled in with the errors discovered acccording to CS1/CRDB_UC1.
In case the message is not valid, due to the fact atht the request numbers are already in the process of porting, in a sequence initiated by the same RO, the system will fill in the code of the existing porting case in the idnumber field, while the rejection code will be 315, “Number involved in active porting process”. If the active porting process is not initiated by the same RO, the response message will not comprise the code of the porting case. 
If the limit of requests received on daily basis for a donor is exceeded (2.13 / CRDB_Glossary), the message will be rejected and the corresponding error will be generated in the response message.


	DO (server)
	DO accepts the porting request and the response message returned by CRDB represents the successful reception of the request. DO does have to fill in the fault element.

If the response message is not returned, CRDB will retry to send the nprequest message, according to the system parameters.


	Operation
	http://uti.ro/np/messages/v1/ProcessResponse

	Entry messages
	Npresponse

	Response message
	Npsoapserverresponse

	Direction
	DO ( RO

	DO (operator)
	It fills in the content of the npresponse message and calls the web service exposed by CRDB.
The accept element is added for each accepted number. The rejections element is added for each rejected number, following by one or several reject elements filled in with the related details (rejectcode, rejectstring), according to the reasons for rejection identified by the DO (customer).
The message will be filled in as follows: 
if nprequest partialporting = true

A rejection or acceptance response will be given for each number, depending on the validations performed by the DO.
if nprequest partialporting = false

In this case, all the numbers will either be accepted or rejected.
If a number cannot be ported, all the numbers will be rejected. The reasons for rejection identified are filled in for the number which cannot be ported. For the rest of numbers, in case they do not break other rules, the rejection code will be specificed (rejectcode = 999), as well as the reason for rejection (rejectstring = “Unallowed partial porting”), thus indicating that the number will not be ported because there is at least one number which cannot be ported, while partial porting is not allowed.
NOTE: the message will comprise a response for each number specified in the porting request.

	CRDB
	The message is validated according to CRDB_UC1.

If the message is valid, the adequate response message is returned, being delivered to the RO.
If the message is not valid, the response message returned is filled in with the errors discovered according to CS1 in CRDB_UC1.



	RO (server)
	The RO returns the npsoapserverresponse response message in order to accept the message. 

The npresponse message will be parsed as follows:

If the initial request does not allow partial acceptance:
All the numbers will be either accepted or rejected. If all the numbers are rejected, the porting case is considered closed. 


If the initial request allows partial acceptance:
In case there are both rejected numbers and accepted numbers, the process will continue only ith the numbers which were accepted; thus, only the accepted numbers will appear in the subsequent messages. 

If the message comprises only accepted numbers, the process will continue with all the numbers. In case all the numbers were rejected, the process is considered closed. 
If the response message is not returned, CRDB will retry to send the npresponse message, according to the system parameters.


	Operation
	http://uti.ro/np/messages/v1/ProcessExec

	Entry messages
	Npexec

	Response message
	Npsoapserverresponse

	Direction
	RO ( DO

	RO (customer)
	It fills in the content of the npexec message and calls the web service exposed by CRDB.

	CRDB
	The message is validated according to CRDB_UC1.

If the message is valid, it is delivered further on to the RO.

If the message is not valid, the response message sent is filled in with the errors discovered acccording to CS1/CRDB_UC1.



	DO (server)
	If the response message is not returned, CRDB will retry to send the npexec message, according to the system parameters.


	Operation
	http://uti.ro/np/messages/v1/ProcessReady

	Entry messages
	Npready

	Response message
	Npsoapserverresponse

	Direction
	DO ( RO

	DO (customer)
	It fills in the content of the npready message and calls the web service exposed by CRDB.

	CRDB
	The message is validated according to CRDB_UC1.

If the message is valid, it is delivered further on to the RO.

If the message is not valid, the response message sent is filled in with the errors discovered acccording to CS1/CRDB_UC1.

	RO (server)
	If the response message is not returned, CRDB will retry to send the npready message, according to the system parameters.


	Operation
	http://uti.ro/np/messages/v1/ProcessAbort

	Entry messages
	Npabort

	Response message
	Npsoapserverresponse

	Direction
	RO ( DO

	RO (customer)
	It fills in the content of the npabort message and calls the web service exposed by CRDB.

	CRDB
	The message is validated according to CRDB_UC1.

If the message is valid, it is delivered further on to the RO.

If the message is not valid, the response message sent is filled in with the errors discovered acccording to CS1/CRDB_UC1.

	DO (server)
	If the response message is not returned, CRDB will retry to send the npabort message, according to the system parameters.


	Operation
	http://uti.ro/np/messages/v1/ProcessAbortActivated

	Entry messages
	Npabortactivated

	Response message
	Npsoapserverresponse

	Direction
	DO ( RO

	DO (customer)
	It fills in the content of the npabortactivated message and calls the web service exposed by CRDB.

	CRDB
	The message is validated according to CRDB_UC1.

If the message is valid, it is delivered further on to the RO.

If the message is not valid, the response message sent is filled in with the errors discovered acccording to CS1/CRDB_UC1.

	RO (server)
	If the response message is not returned, CRDB will retry to send the npabortactivated message, according to the system parameters.


	Operation
	http://uti.ro/np/messages/v1/ProcessBroadcast

	Entry messages
	Npbroadcast

	Response message
	Npsoapserverresponse

	Direction
	RO ( DO and other operators within the system

	RO 
	It fills in the content of the npbroadcast message and calls the web service exposed by CRDB.

	CRDB
	The message is validated according to CRDB_UC1.

If the message is valid, it is delivered further on to the RO. This message addresses all the operators existing in the system.
If the message is not valid, the response message sent is filled in with the errors discovered acccording to CS1/CRDB_UC1.

	DO and other operators (server)
	If the response message is not returned, CRDB will retry to send the npbroadcast message, according to the system parameters, for each of the recipients.


	Operation
	http://uti.ro/np/messages/v1/ProcessDone

	Entry messages
	Npdone

	Response message
	Npsoapserverresponse

	Direction
	All the operators ( CRDB

	All the operators 
	It fills in the content of the npdone message and calls the web service exposed by CRDB.

This message does not have to be initiated by the RO.

	CRDB
	The message is validated according to CRDB_UC1.

If the message is not valid, the response message sent is filled in with the errors discovered acccording to CS1/CRDB_UC1.



	Server
	- not applicable -


	Operation
	http://uti.ro/np/messages/v1/ProcessAbortByBDC

	Entry messages
	Npabortactbycrdc

	Response message
	Npsoapserverresponse

	Direction
	CRDB ( RO

	CRDB (client)
	It fills in the content of the npabortbycrdc message and calls the web service exposed by the RO.

	RO (server)
	If the response message is not returned, CRDB will retry to send the npabortbycrdc message, according to the system parameters.


	Operation
	http://uti.ro/np/messages/v1/ProcessCancelledByBDC

	Entry messages
	Npcancelledbycrdc

	Response message
	Npsoapserverresponse

	Direction
	CRDB ( RO, DO

	CRDB (client)
	It fills in the content of the npcancelledbycrdc message; both the web service exposed by the RO and the one exposed by the DO are called.

	RO, DO (server)
	If the response message is not returned, CRDB will retry to send the npcancelledbycrdc message, according to the system parameters.


Example of request message:
POST /NpServices/NumberPortingService.asmx HTTP/1.1

Host: SERVER_IP_ADDRESS_OR_NAME

Content-Type: text/xml; charset=utf-8

Content-Length: CONTENT_LENGTH
SOAPAction: "http://uti.ro/np/messages/v1/ProcessRequest"

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"

<soap:Body>

  <np:npdone xmlns:np=" http://uti.ro/np/messages/v1">

   <version>00.01</version>

   <recipientid>OP1</recipientid>

   <donorid>OP2</donorid>

   <datetime>2008-01-10T09:56:00</datetime>

   <idnumber>1</idnumber>

   <portingdetails>

    <fixed>

     <numbers>

      <number>0999112233</number>

     </numbers>

    </fixed>

   </portingdetails>

  </np:npdone>

</soap:Body>

</soap:Envelope>

Example of response message:

HTTP/1.1 200 OK

Content-Type: text/xml; charset="utf-8"

Content-Length: CONTENT_LENGTH

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

   <soap:Body>

    <np:npsoapserverresponse xmlns:np="http://uti.ro/np/messages/v1/">

      <version>01.00</version>

      <datetime>2008-01-01T01:20:33</datetime>

      <idnumber>1</idnumber>

      <deliverypostponed>false</deliverypostponed>

    </np:npsoapserverresponse>

   </soap:Body>

</soap:Envelope>

2.3.2 NumberInformationService

	Operation
	http://uti.ro/np/messages/v1/ProcessNumberStatusReq

	Entry messages
	Npnumberstatusreq

	Response message
	Npnumberstatus

	Direction
	F ( CRDB

	F (client)
	It fills in the content of the npnumberstatusreq message and calls the web service exposed by CRDB.
The operatorid field represents the id of the operator (O), which sends the audit request for the number in question.

	CRDB (server)
	The message is validated according to CRDB_SRS.

In case the message is not valid, CRDB will return a SOAP message, with the soap:Fault filled in. Additional details are available in 2.4.1. 
If the message is valid, CRDB fills in the npnumberstatus response and sends a synchronous response back to O.



2.3.3 SystemHealthService

	Operation
	http://uti.ro/np/messages/v1/ProcessSystemDownBDC

	Entry messages
	Systemdown

	Response message
	npsoapserverresponse

	Direction
	CRDB ( all the operators

	CRDB (customer)
	It fills in the content of the systemdown message and calls the web services exposed by all the phone service operators. 

This message announces all the operators (O) about the planned unavailability of the CRDB system.

	All the operators (server)
	Returning the npsoapserverresponse means that the operator acknowledged the temporary unavailability of CRDB.


	Operation
	http://uti.ro/np/messages/v1/ProcessSystemUpBDC

	Entry messages
	Systemup

	Response message
	npsoapserverresponse

	Direction
	CRDB ( all the operators

	CRDB (client)
	It fills in the content of the systemup message and calls the web services exposed by all the phone service operators.

This message announces all the operators (O) that the CRDB system has resumed its availability.

	All the operators (server)
	Returning the npsoapserverresponse message means that the operator acknowledged the resumed availability of CRDB.


	Operation
	http://uti.ro/np/messages/v1/ProcessSystemDown

	Entry messages
	npsystemdown

	Response message
	npsoapserverresponse

	Direction
	Unavailable DO -> all the operators 

	Unavailable DO (customer)
	It fills in the content of the npsystemdown message and calls the web service exposed by CRDB.

This message announces CRDB about the unavailability of an DO system to execute porting sequences. 

	CRDB (server)
	The message is validated according to CRDB_SRS.
If the message is valid, CRDB fills in the npsoapserverresponse response and sends a synchronous response back to the DO (customer).
In addition, CRDB will forward this message to all the phone service operators.

	All the operators (server)
	The npsoapserverresponse response from CRDB means that the system accepts the temporary unavailability of the operator which sent the npsystemdown message.


	Operation
	http://uti.ro/np/messages/v1/ProcessSystemUp

	Entry messages
	npsystemup

	Response message
	npsoapserverresponse

	Direction
	Available DO -> O

	Unavailable DO (client)
	It fills in the content of the npsystemup message and calls the web service exposed by CRDB.

This message announces CRDB about the resume availability of an DO system to execute porting sequences. 

	CRDB (server)
	The message is validated according to CRDB_SRS.

If the message is valid, CRDB fills in the npsoapserverresponse response and sends a synchronous response back to the DO (customer).

In addition, CRDB will forward this message to all the phone service operators.

	All the operators (server)
	The npsoapserverresponse response means that the operator in question acknowledged the resumed availability of the DO to execute porting sequences.


	Operation
	http://uti.ro/np/messages/v1/ProcessRetry

	Entry messages
	npresend

	Response message
	npsoapserverresponse

	Direction
	F-> CRDB

	O (customer)
	It fills in the content of the npresend message and calls the web service exposed by CRDB.

This message triggers the transmission of a previous message whose delivery has already been executed successfully.

The transmission is a separate operation, the requested message is not returned as a response.

	CRDB (server)
	The message is validated according to CRDB_SRS.

If the message is valid, CRDB fills in the npsoapserverresponse response and sends a synchronous response back to the DO (customer).

CRDB will send a copy of the requested message, without expecting a response from the operator.


	Operation
	http://uti.ro/np/messages/v1/ProcessResend

	Entry messages
	npretry

	Response message
	npsoapserverresponse

	Direction
	F-> CRDB

	O (customer)
	It fills in the content of the npretry message and calls the web service exposed by CRDB.

This message triggers the transmission of a previous message whose delivery failed. 

The transmission is a separate operation, the requested message is not returned as a response.

	CRDB (server)
	The message is validated according to CRDB_SRS.

If the message is valid, CRDB fills in the npsoapserverresponse response and sends a synchronous response back to O (customer).
CRDB will send a copy of the requested message and will expect a response from the operator’s system. Depending on the response of the latter, it will decide if the message is considered delivered or not.


	Operation
	http://uti.ro/np/messages/v1/ProcessPing

	Entry messages
	npping

	Response message
	npsoapserverresponse

	Direction
	CRDB -> F

	CRDB (customer)
	It fills in the content of the npping message and calls the web service exposed by CRDB.

The message is used to verify if the automatic interface of the operator is functional. The message is part of the functionality which verifies the connection status between CRDB and the operators.

	O (server)
	The operator replies with valid npsoapserverresponse if the system is functional or with SOAP Fault if the system is partially unavailable.


2.3.4 NumberDisconnectService

	Operation
	http://uti.ro/np/messages/v1/ProcessDisconnect

	Entry messages
	npdisconnect

	Response message
	npsoapserverresponse

	Direction
	RO -> iDO

	RO (customer)
	It fills in the content of the npdisconnect message and calls the web service exposed by CRDB.

The idnumber field is filled in with the 0 (zero) value; an identification number of the disconnection case is generated and returned to the RO through the response message.
This message announces CRDB that RO will disconnect of the iDO ported to the RO.

	CRDB
	This message is validated according to CRDB_UC3.
If the message is valid, CRDB fills in the npsoapserverresponse response which it sends synchronousally back to the RO (customer). The disconnection request is forwarded to the iDO (initial donor operator). 

If the message is not valid the response message returned is filled in with the errors discovered according to CS1 in CRDB_UC3.

	iDO (server)
	iDO sends the response message. If the response message is not returned, CRDB will retry to send the npdisconect message.


	Operation
	http://uti.ro/np/messages/v1/ProcessDiscAccepted

	Entry messages
	npdiscaccepted

	Response message
	npsoapserverresponse

	Direction
	iDO -> RO

	iDO (client)
	It fills in the content of the npdiscaccepted message and calls the web service exposed by CRDB.

This message announces CRDB that iDO accepts the disconnection request for the numbers ported to RO, in the npdisconnect request message.

	CRDB
	The message is validated according to CRDB_UC3.
If the message is valid, CRDB fills in the npsoapserverresponse response and sends a synchronous response back to iDO (customer).

It forwards the disconnection acceptance message to the RO (server).

	RO (server)
	RO receives a npdiscaccepted  acceptance response and executes the disconnection.


	Operation
	http://uti.ro/np/messages/v1/ProcessDiscRejected

	Entry messages
	npdiscrejected

	Response message
	npsoapserverresponse

	Direction
	iDO -> RO

	iDO (customer)
	It fills in the content of the npdiscrejected message and calls the web service exposed by CRDB.

This message announces CRDB that iDO refuses the request to disconnect the numbers ported to the RO, in the npdisconnect request message.

	CRDB
	The message is validated according to CRDB_UC3.
If the message is valid, CRDB fills in the npsoapserverresponse response and sends a synchronous response back to iDO (customer).
It forwards the disconnection rejection to the RO (server).

	RO (server)
	RO receives npdiscrejected rejection response 


	Operation
	http://uti.ro/np/messages/v1/ProcessDeactivated

	Entry messages
	npdeactivated

	Response message
	npsoapserverresponse

	Direction
	RO -> F

	RO (customer)
	It fills in the content of the npdeactivated message and calls the web service exposed by CRDB.

This message is sent by the RO after the execution of the disconnection. 

	CRDB
	The message is validated according to CRDB_UC3.
If the message is valid, CRDB fills in the npsoapserverresponse response and sends a synchronous response back to RO.
CRDB forwards the message to all the operators in order to delete the routing information.

	All the operators (server)
	Each operator will delete the routing information in its own system. 


	Operation
	http://uti.ro/np/messages/v1/ProcessDeactDone

	Entry messages
	npdeactdone

	Response message
	npsoapserverresponse

	Direction
	All the operators -> CRDB

	All the operators (customer)
	It fills in the content of the npdeactdone message and calls the web service exposed by CRDB.

This message is sent to all the operators, after the reception of the npdeactivated message and it is a method of CRDB notification that that this phone service operator deleted the routing information related to the disconnected number.

	CRDB
	The message is validated according to CRDB_UC3.
The CRDB system marks the fact that the operator from which it received the npdeactdone message deleted the routing information related to the disconnected number, from its own database.

	Server
	- not applicable -


2.3.5 RountingInfoChangeService

	Operation
	http://uti.ro/np/messages/v1/ProcessRoutingUpdate

	Entry messages
	fnpupdate

	Response message
	npsoapserverresponse

	Direction
	RO -> all the operators 

	RO (customer)
	It fills in the content of the fnpupdate message and calls the web service exposed by CRDB.

This message announces CRDB that the phone service operator (customer RO) modified the routing numbers and that it wants to notify all the operators about this modification. 

	CRDB
	The message is validated according to CRDB_UC4.

If the message is valid, CRDB fills in the npsoapserverresponse response and sends a synchronous response back to RO. Then the CRDB system forwards the notification on the modification of the routing information to all the operators. 

	all the operators (server)
	Returning the npsoapserverresponse means that the operator acknowledged the modification of the routing number.


	Operation
	http://uti.ro/np/messages/v1/ProcessRoutingUpdateCompleted

	Entry messages
	fnpupdatecompleted

	Response message
	npsoapserverresponse

	Direction
	all the operators -> CRDB

	all the operators (client)
	It fills in the content of the fnpupdatecompleted message and calls the web service exposed by CRDB.

This message announces CRDB that the phone service operator modified the routing numbers in the internal system.

	CRDB
	The message is validated according to CRDB_UC1.
If the message is valid, CRDB fills in the npsoapserverresponse response and sends a synchronous response back to the source operator.

	Server
	-not applicable -


2.4 Validation
The validations executed in the Number Portability system are divided into 2 major categories:
· immediate (synchronous) validations, executed by CRDB
· subsequent (asynchronous) validations, executed by the donor operator.
2.4.1 Synchronous Validations 
Validation of messages according to the SOAP specifications
The HTTP or SOAP specific rules verify the possibility to apply a method. If a problem occurs at this evaluation, a SOAP message will be returned to the sender, including a Fault structure (together with <faultcode> and <faultstring>).
<soap:Envelope xmlns: soap ="http://schemas.xmlsoap.org/soap/envelope/">

  <soap:Body>

    <soap:Fault>

       <faultcode>soap:Server</faultcode>

       <faultstring>Technical Error</faultstring>

    </soap:Fault>

  </soap:Body>

</soap:Envelope>
Validation of messages according to the CRDB specifications 
In case the message is not valid from the viewpoint of validation rules presented in the documents of functional description specific to this system, a npsoapserverresponse message will be returned to the SOAP customer.
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

   <soap:Body>

    <np:npsoapserverresponse xmlns:np="http://uti.ro/np/messages/v1/">

      <version>01.00</version>

      <datetime>2008-01-01T01:20:33</datetime>

      <idnumber>1</idnumber>

      <deliverypostponed>false</deliverypostponed>

    </np:npsoapserverresponse>

   </soap:Body>

</soap:Envelope>

Thus, any message sent by CRDB will be validated, all the structural or logical errors will be signalled to the sender synchronousally. The reception of a npsoapserverresponse message from CRDB, without any fault element in the message, is a guarantee of the fact that the message meets the implementation rules in the system and that the message will be delivered to the recipient.
2.4.2 Asynchronous Validations 
These validations are executed by the recipient of the message and the result of these validations is sent to the initial sender, through an asynchronous message. The two cases of asynchronous validations are the following:
· Validations executed by the donor for the nprequest messages. The response will be returned subsequently to the sender, through CRDB, using a npresponse message. Through this message, the request can be partially or totally rejected (these cases are detailed in CRDB_UC1).
· Validations executed by the initial donor for the npdisconnect messages. The response will be subsequently returned, either as a npdiscaccepted message, or as a npdiscrejected message.
2.4.3 Rejection of CRDB messages 
CRDB considers that a message is delivered successfully if the response received is a npsoapserverresponse one. In case any other response is received, CRDB will consider that the message was not delivered and it will retry to send it, according to the parameters described in chapter 2.2. 

A special case is the reception of a SOAP Fault, with the “Client” value in the faultcode field. In this case, CRDB will consider that the message sent has a problem and will no longer try to resend it. After the problem is solved, the message can be resent through the CRDB portal.
In such a message, the reason for rejection will be filled in either in the faultstring field, or in the detail element.

Examples of response messages, after whose reception CRDB does not try to resend:
<soap:Envelope xmlns: soap ="http://schemas.xmlsoap.org/soap/envelope/">

  <soap:Body>

    <soap:Fault>

       <faultcode>soap:Client</faultcode>

       <faultstring>Reason for rejecting message</faultstring>

    </soap:Fault>

  </soap:Body>

</soap:Envelope>
These situations will be analyzed and solved together with the CRDB administrator. 
2.4.4 Recovery from sending/reception errors 
The situations in which a message sent by the operator is processed by CRDB, yet the reception confirmation (the npsoapserverresponse message) does not reach the operator’s system, are considered sending/reception errors.
Possible scenarios, in which such situations occur, are the following: 
· The operator’s system does not wait for the response message long enough and it aborts with timeout error;

· Temporary disconnection of the CRDB – operator connection, while the message is still being processed
In order to enable the resynchronization, CRDB provides the functionality of accepting duplicate messages, if they arrive in a preset interval. Thus, when detecting a duplicate message, the message in question will not be rejected; however, the npsoapserverresponse acceptance message will have the datetime field filled in  with the date and hour when the first message was accepted. In these situations, the time intervals measured by CRDB will be measured starting with the date of the first message arrival.
A message is considered duplicate in the following situations:

· there is a received message of the same type, for a porting case

or
· in the case of porting requests, the message with exactly the same numbers in the request, as a recently opened request

The time interval in which CRDB accepts the duplicate messages is initially set at 30 minutes. The functionality presented is optional and it is not activated initially. The activation is made by notifying ANCOM. 

2.5 Security
The following mechanisms can be implemented in the Number Portability system:
Security elements implemented at network level:
· using a secure communication infrastructure (VPN)

· filtering the connections on IP

· using other dedicated communication channels
2.5.1 Activated security mechanisms 
When the system is launched, the following mechanisms will be activated:
· connection of operators to the CRDB production environment, through VPN, IP/SEC

· using a confidential code in the URL used for the transmission of messages to CRDB
The URL will have the following form:
http://SERVER_ADDR/npinputhttp/listener.aspx?sendercode=XXXXXXX

Where XXXXXXX is a unique, confidential code, transmitted by the CRDB administrator to each operator, when its system is activated, having the role of identifying the sender.
At this first stage, the use of the digital signature when sending the messages is not activated. 

Activation only after all the operators are informed, ensuring the time interval required to align to these requirements and taking these tests successfully 
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